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F-Secure Response Labs
work 24 hours a day

• 23:00 – 07:30   Shift 1 

• 07:00 – 15:30   Shift 2

• 15:00 – 23:00   Shift 3
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$$$$ via viruses

•Stealing credit card numbers

•Stealing email addresses

•Stealing passwords to Paypal + eBay

•Stealing passwords to online banks

•Stealing passwords to stock brokers

•Stealing passwords to Poker sites

•Stealing passwords to WOW+Lineage

•Targeted attacks – industrial espionage
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Does anybody buy from spam?
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Targeted 

attacks
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Traditional untargeted attacks
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Targeted attacks – stealing confidential data
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Targeted attack emails

Interesting and relevant email in local language

One attachment (DOC, EXE, CHM, XLS or PPT)

The attachment uses an exploit to drop a backdoor 
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Spies2006 -

Criminals2003 -

Hobbyists1986 - 2003

EnemyEra

New technologies to the rescue:

• F-Secure Blacklight

• F-Secure Deepguard
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Increase in

spam?
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Source: Postini
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Warezov / Medbot & Rustock
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Phishing
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Phishing

Source: Anti-Phishing Working Group
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Rock phish report for 2007-03-14
-------------------------------------------------

Domains under attack

Total number of hits per target:
132  53.com
62  volksbank.de
57  online.bbt.com
43  app.nordea.se
29  sparkasse.de
14  www.bankofamerica.com
14  cantal.credit-agricole.fr
12  www.citibank.de
9  www.deutsche-bank.de
9  online.bbandt.com
3  global.etrade.com
2  citi.com
1  bankingportal.sparkasse.de
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Phishing Examples
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Mobile threats
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Net Crime
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