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F-Secure Response Labs
work 24 hours a day

e 23:00 — 07:30 Shift 1
e 07:00 —15:30 Shift2
* 15:00 - 23:00 Shift 3
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$$P$P via viruses

- 3 |*Stealing email addresses

I-Stealing passwords to Paypal + eBay
M-Stealing passwords to online banks
-Stealing passwords to stock brokers

Stealing passwords to Poker sites
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Does anybody buy from spam?

oo |
—

France

“Please indicate if you have ever purchased an item or taken

ok | advantage of an offer for a product
: or service from an email you didn't request or sign up for.”

cermry |

o [

a2
[
S— al___ L Li L] L
Cata source: www baa.org
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Table 6.1 Revenue vs. Products Sold

Spammers Profit

Gross Profit for 0.0001

Product Type Price to the User per Sale Percent Sales in 1 Million E-mails
FastSize, Male Penis  $300 $75 to $125 $7.500 to $12,5000
Enlarger _

VigRX, Male Sexual $60 per month $18 to $30 $1,800 to $3,000
Enhancer

Triplexxxcash.com, $30 per month $30 $3,000

Parn Site '

VegasRed, Online $100 $25 to $40 $2,500 to $4,000
Casino .

Debt Consolidation, Unknown $13 $1,300

Financial

Home Loan, Financial Unknown $1500 to $2000 $£150,000 to $200,000

Getting Paid as a Spammer + Chapter &




Targeted
attacks
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Traditional untargeted attacks




Targeted attacks — stealing confidential data

1. Rootkit inside an

e-mail attachment 3. Confidential data

V 31 March, 2007 11



Targeted attack emails

Interesting and relevant email in local language

One attachment (DOC, EXE, CHM, XLS or PPT) Breakd““‘";;;gggg[":":fﬁeﬁd in attacks

The attachment uses an exploit to drop a backdoor

exe, 31, 10%
chm, 62, 21%

doc, 206, 69%
F-SI
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1986 - 2003 |Hobbyists
2003 - Criminals
2006 - Spies

New technologies to the rescue:
* F-Secure Blacklight
* F-Secure Deepguard

Expect the unexpected

31 March, 2007 13




' g Windows Vista
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Spam Activity

Spam activity has
increased 599 from
September 2006
through October 2006,
Thiz increase causes
email =ystems to
expetience unexpected
overloads in bandwwidth,
zerver storage capacity,
and loss of end-uzer

L e perer—

Mezsages

o~ | D

4,000,000,000
7.000,000,000
&,000,000,000
5,000,000,000
4,000,000,000
3,000,000,000
2,000,000,000
1,000,000,000

five four thres two  last thiz
months months months months month month
ago ago ago ago

"Spam percentage is based on email processed for Postini users with spam filtering enabled.
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Warezov / Medbot & Rustock

IMozilla Firefox - 10| x|

File Edit ‘iew History  Bookmarks  Tools  Help {:}

<E| - Eb - @ L&’) @ n ||:| htkps i fseeky  zookseek, comd/body . Rkl |T| i'] |*|Gu:u:u;|Ie |'~=§]

Ee: now Maybu

Hi

When vouneed it now VIAwGEA
When vou need it later CTAwLIS.

hitpfwrarwr wrwateldgrsblues . com

awoken. It had seemed soreal. There had been two people he knew and
otie he didnt . He concentrated hard, frowning, trying to remember.
The dim picture of a datkened room catre to him.. There had been a snake

Dane v
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s Lowest Price Guarantee » FastDelivery

Do not click, type in your browser www.aaaRX.org

w Viagra 100mg [only %200
oo Viagra ST| 100mg |only  $2.50
; 110 onl -
INVES & valium mg |only 5200 < th! o
& Xanax 1 ma |only 200
INWVI & Cialis XDmo |only  £2.00
< @ Cialis ST | mg (only 5289
S‘,lei © ¢ Antivan |2 mg |only §1.90
Price:
S_d"?“ a Welcome - Microsoft Internet Explorer
Fatin _ _ ) :
Eile Edit Wiew Favoribes Tools  Help
GDK. | &oBack » = - &3 il | 0 Search (3 Favorites AN 15thl
Address @ hktp: o, aaaRs,org  ee— i PGE‘ :

Do not click, just type www.aaaRX . org
In address bar of your browser, then click enter

F"OEWUVKE
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Phishing

New Phishing Sites by Month Oct '05 - Oct '06

Source: Anti-Phishing Working Group
F-SECURE’
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Phishing Sites By Country of Host, October 2006 PhI;hTank
Great Britain 4% Russia 3% China 6%
United States 24%  *™"" South Korea 14%
Japan 3%
Costa Rica 3% |Ildia 8%)
Columbia 3%
Brazil 4%

All Other Countries < 2%

®
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Wi DI0g  Incra Wikl mess Kl WD descs RLOF SCats meets mess S0 |y rad smgr rscl comp grsc goyp grsbl aigl 1sC ampe Worg ropas srix EVId

-~ ¥ | htkpe v, paymrpal .comPayPal%20-%20Personal % 20Account % 20Update. htm ? - ['l:_| Google

PayPalj

Enter Information

Personal Account Update

Email Address®*:

Password®: Email Address and Password
You will use these ta log in to PayPal.

Please enter your full email address, for
example, name@domain.com

Your password must be at least 8
characters long and is case-sensitive.,
Please do not enter accented characters,

First MName®*:

Last Name™: Personal Information
Please enter vour name and address as
Address™: they are listed for your debit card, credit
. card, or bank account,
City™*:
State®:
ZIP Code*: (S or 9 digits)

Country®: _ Choose a Country — =

Card Number*:

Expiration Date*: _ .|+ ...~ Card Information
: ' Please enter your credit card number
- = #* . B 5 . . 2
Card Verification Number®*: card verification nurmber, expiration date
exactly as they appear on your credit card
ATM PIN Number* (Credit S 4

Card Yalidation):




Rock phish report for 2007-03-14

Domains under attack

Total number of hits per target:
132 53.com
62 volksbank.de
57 online.bbt.com
43 app.nordea.se
29 sparkasse.de
14 www.bankofamerica.com
14 cantal.credit-agricole.fr
12 www.citibank.de
9 www.deutsche-bank.de
9 online.bbandt.com
3 global.etrade.com
2 citi.com
1 bankingportal.sparkasse.de

®
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) Westpac Internet Banking - Customer Details Confirmation - Mozilla Firefox.

Phishing Examples

Fle Edt

Vew  Go

Bookmarks

Help

PApply Oniin
»shop oniing
Home Loans
Persanl Lasf
Crett Cards
Transaction
Savings Acet
Investrmert &
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Insurance.
Internationsl
Services

» Today's Ral
» Calcustars
b Privacy Poli
Whome

Dore

ererger - servees - |

Edt

Ele

securd

Vew Go

nskrang
BEKRENS oy,

Vew  Go

_ercrarT]

Bookmarks|

Dore

sign In

The <o
wsing

) Pay Pal - Welcome - Mozilla Firefox

Ele Ede Vew Go Bookmarks Tooks Hep

@-»-& ) [ nipzioss 7. simmpara.

i ¥ 0ow[E

[ custonize.

nskrang

_ereRasr < servees - |

B0 S ks 10299433 St Repert EEI[IN) IMLOGIC BEZCOMBYTLTD

RepiPal’

3 Sign In - Mozilla Firefox
it Booknaks

Vew  Go Tools  Help

Dore

Sian Up | Log In | Help
Fle Edt View Go Bookmarks Tools Help <
2 ¥ 0w G ]
e Edt Vew Go Ihos  Help @ =] =]
@D -8 O R[Awimsnz Yo 3
Foraot your password? 3oin PayPal Tod: 3 -
Member Log In Nowarnr ~ 1) customize | © = [GL |
emailaddress [ 71 il aourts Td ms
) CEITD §%) eavealwond ETCRART - Servces - | KRS oy i Rark - Site Report B [00] TRICOM
password [ ]
ey :
Exclusive PayPal 4
Offers expire| My eBay @ Need Help? @ ¥ 0 Gl
See special O] New to eBay? or  Already an eBay user?
If you want to sign in, youll View all your bidding and selling actvties in one lacation =
16 Ways to Prom|  1eed to regste st Bay User 1D e
Your E-Business
Registration is fast and free.
Buyers Download your free e Vo can wiee uee your regtered el Stsscon FlRRecoles:
s iodey
eBay Sellers Merchants RELIEER Password
Send money to anyone Free eBay tools make Accept credit cards on What's New ‘Eoragt yoUr passwordz
o selling easier, your website using Pay Sianin>
in 45 Eoumtren L e
Pay Pal works hard to pomepase [ Keeo me sianed in on this computer unless I sign out et on Ghase Online
Pay Pal is free to use help protect ssllers Free merchant taols S mmereslEitel nd out abaut new features or review tins from our experts to
help grow your sCommerea ity tthe most out of using Chase online.
Your information is pay Pal simplifies business. @ Account protection ips
kept secure shipping and tracking, Protect yourself from ecurity Features and Privacy Policy
Low fees make Pay Pal fraudulent emall: and) eadt about our Securiy features and review our privacy
the affordable choice. sebsites You can also register or sign in using the following service s
Refer new merchants|
2arn up to $1,000.00 Sonin hase Online for Small Businesses
usp am more sbout how Chase Onlin can save you time
anaging your cash flow
hase Product and Service Information
flbout | Accounts | Eees | Pivacy | Securiy Conter | Contact U | ser Aareement | Developers | Jobs | e prosuct informaton and updates on new roduc
e e About eBay | Announcements | Secusity Center | Policies | Site Map | Help 3 on endupdetes onnew prodicoat )
el Copyright © 1995-2004 eBay Tnc. All Rights Reserved. Designated trademarks and brands are the property of their respective o i
Dare owners. Use of this Web site constfutes acceptance of the cBay User Agreement and Privacy Policy.
o eBay offiial time
If you are not a UK resident, or are trying About | Acoounts | Fees | rivac | Securit Center | Contact U | User Aareement B
uver Credit | Referrals | Shops | Mass Pay
PayPal, an eBay compan: —
Doce, of Use
B Find: [php | © Findtiext © Find Brevious (=] Hihliht all [] Match case L) Reached end of page, continued from top.
Done LS
T
About eBay | Announc:
e — o |
Sig] their respective| copyriaht @ 1995-2005 Done
Coniitihas acceptance o -
s3] i et
About eBay | pore.
Copprigheg]
Dore
b officil = = ]
Mehr Service
& Fod: [oho 1© Fidtiext © Findprevious (=] gttt sl Trends fiir die Zukunft » Filialsuche
it ? it » Terminvereinbart
Done Investieren mit Weitblick m T T

» Kunde werden ¥
1

B Find: [php

|© Findtiext © Findprevious (=] Highlght all [ Match case.

] Reached end o pege, continued from top

Dore

Dore
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nelogises 2 MNuclear grakbber

: AF11 Death :

£2211 Death 1o NnpodeccHoHaneEHaA CHCTEMAa ¥YAaN8HHOro agHMHHHCTRHMPOBAHHA C KYyYHeH BOSHO¥HOCTEH.

I_IDMHHTE UTo AOCTOAHHOE CORERWUEHCTEORaHME CReACTE ZallkTe TpeByeT NocToAHHBIF NPMTOK HOBEIX TEXHONOMME TECTHpO
TOMNBEC © =1 are cnocobHo oBecnedkTe ypoeeHe Y HELHMOHaNEHOCTH, 348EEATHREIF TEEYLWHM NoTpeGHocTAM,

CREM.AA GEO Gaza (IP to country-state-sity)
CHCTEMA AKEYAHTOE M YCTAHOEKA AFIMKTOE (CPpOK A2FCTEMA AEEYaHTa, KONHMYECcTED EZATRIE NpOKCEr])
ELIEDA COKCOE ANA NoNeI0EBEATENER B NOWTYHHOM BEMOE THOAQ 197,50 F&F Sk
AoOMCE M HMAETRaLLKMA MO CcoKcar
- B LEHY BEXO0AKMT ¥CTaHOEKA Ha ceEpEER
ueHa 250
AOCHOTOETE CERMHLIOTERI
FEE wCTAHOEKS NPOMIEOAMTCA TOMNBKD Ha TEXHHMYECKH NOArOTOENEHHEE CEpESDa

All information on this site is given exclusively
in the educational purposes.
All programs are intended only for testing and

load config . it
revealing vulnerability on personal computers and

corporate networks.




nﬂEﬂﬂﬂrﬂEMhlﬁ EEI[I]T A0ONHEH MCNoONb30BaThCA WCKNHOYMTENBHD B DﬁICIEISDBEITEIIhHhIH Lenax knd gnda noecilleHHA coDCTEEHHOH ﬁESDI’IEEHDETH,
WMCNonb30BaHKWe AaHHOro EEI[I]TEI BO BCeX OCTAanbHblX Cny4yadx npecnenyeTca 3akoHOM TOH CTpaHbl B HDTDICIDﬁ Bbl HaxXoAWMTECh .




Fo =,
&3 Ihre GEZ Rechnung - Thunderbird 2 _I;I_Jm
File Edit Wew Go Message  Tool-_U-l- =
1=k
&I y ﬁ ﬁ --hg © File Edt Wiew Insert  Format  Tools  Ackions  Help
GetMal  Write  Address Book | CaReply | ClReplyto Al | (G Forward | B | ¢ (S X | 4 - - A | @ B |:|E
subject: Ihre GEZ Rechnung @ =
From: ~ IKEA Shop Sent:  Tue 2f20/2007 9:47 A l
GEZ Rechnung To i — = -
Ihre detaile s
Subject: IKEA Deutschland Rechnung
@EZ Atkachments: I:@FLEI:I'|nI.||'u;|_n385n.zi|:u
DEUTSCHLAND
- Ihre detaillierte IKEA Rechnun
Ihre detaillierte GEZ F : £
1.12.2006 - 12.01.2007 Rechnungsnummerss? 917 182 3322
Kundennummer 585 275 1455
Rechnungsnummer12 545 124 | IDatum 10 Februar 2005
Kundennummer 8547 01451
Datum 12 Januar 20 |Sehr geehrter IKEA Kunde,
Bei Rickfragen hitte Kundennurmrr o
die Gesamtsumme fiir lhre Rechnung betragt: 441,74 Eura.
Sehr geehrter GEZ Kunde, [Anbei erhalten Sie den detaillierten Rechnung sowie die alle anderen
wichtigen Unterlagen zu lhrem Bestellung im heigefiigter ZIP Datei.
ny "
die G?Samtgumm? fur lhre R Kopie dieses Schreibens wird lhnen gleichzeitig auch per Post zugeschickt.
1 .ﬂ.nh'E.&I erhalten Sie den det Inje Unterlassung rechtzeitiger Einwande gilt als Genehmigung. Weitere Informationen
= Datei. zum YWiderspruch finden ebenfalls im beigefigten Dokument.
Gemard der erteilten Einzugsermachtigung werden wir den Rechnungsbetrag in den [vl
Attachments: . g nachsten Tagen von lhrem Konto einziehen.
| E logo. gif lhre Rechnung ist im PDF-Format erstellt und mit einer "Digitalen Signatur” :I
unterzeichnet worden. Den entsprechenden
1)1 erffikationsbericht finden Sie im Anhang dieser E-Mail.
Durch die "Digitale Signatur” wird lhre Rechnung nach dem Signatur-Gesetz (Sigs) | =
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SMARTPHONES ON THE RISE
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RT: MIRROR N"'E’.U"RONs_EeAND TI-![_E MIND

SCIENTIFIC -
AMERICAN =

AUTISM

A disorder of brain cells that link
others’ actions to our own ma
explain this puzzlin :

e

/.-"‘“'

Stop Viruses Th N
Hijack Smart \

Bringing Seas™ !" >,

Back from the De

 COPYRIGHT 2006 SCIENTI




Jidg o ard s WIE HiELs KWL UELL: R Sldlh  EEL: LS00 1Y rdu SIgr isll LU Jisl i gisae o digl im0 Jdip wWorid rapds S RIS BuiL

=p ‘:.:# | hkkpe e Flesispy com)f

¥ WA IC] Flexispy

Home Blog

The Worlds Most Powerful Spy Software for Mobile Phones

Flexi=SPY iz a mohile phone monitoring application that secretly records all activity on a
makile phone that haz FlexiSPY installed. Protect vour children, catch cheating partners,
the pozzibilties are endless.

Install FlexiSPy on a supported mokile phone and start to receive copies of SkS

meszages (sent & received), call history, and morel

Find out HERE is wour phone is supported or not.

=ymbian 9, Pocket PC and Blackberry phones will be available in March.
Please join our mailing list to be notified of availability.

FLEXISPY - PRO

FLEXISPY - LIGHT

Product | Detailz | Screenshots

Prociuct | Dietails | Screenshots

PRO

B Remaote hic Activation

Sl Change SWS Motification
Sh= Logaing finfout)

Call History (indout)

Call Duration (infout)

Contact Mame

Dowenload Activity to Excel

POnEnm

orper now: €150 (per vear)

LIGHT

S Logging (infout)
Call Histary (infout’)

Call Duration (infout)
bl Cortact Mame in Address Book

Dovwnload Activity to Excel

il L[

orper now: €50 (per vean

Insart email., m

PRODUCT COMPARISON

Compare Prod
Why Use FlexiSPY

len Phom Fird ot

COMING SOON

king back for the lstest on our tewo ness
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FREIGHT, FORWARDING, LOGISTICS

B

' CONTACTS \\\
s N
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ag dddress:  office. 202, 2 bid. 3, Predportovaya Str., St.-Petersburg, Russia, 196240 x\\t
Phone:  +7 (812) 334-55-37, faw: +7 (812) 334-55-38 W
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1 JLH¥ - - Opera

File Edit Wiew Bookmarks Widgets Feeds Tools Help

wl blog inkra wiki mess kvt desce Rbr stats meebs solo TV rad smar fscl comp gfsc ghyp afsbl digi isc amp world ropas sfix kvid edit

| ke e Jhee eefindes, cfm?lZ2=eng 2

= s, haavel viss

Iﬂkmmvd&v&m EMG EE LW LT

START FANANCIAL PORTAL

Monds

MY ACCOUNT INVESTMENT PRODUCTS

Front page Openaccount Contr

Analyses =

February 26, 11:31

Sirius ja XM Satellite Radio
tulemuste eel

February 26, 09:10
Borsipaev 26.veebruar

February 23, 2322
Borsipaev 23.veebruar

Forums =

Mida teha oppelaenuga?

Kuidas tegelevad investorid firma
all?

BORSIKRAHH 2007

PTA Grupp (PTAAT) / Klementi 45
kroonit

Eroad range of investment products

-
ﬁ CUSTOMER SUPPORT

Open
account!

Calll 5500 400

User-friendly technology
Brokers 6 500 420

Soovitage haid aktsiaid.

Send e-mail! kliendtugigihy ee Personal service Markets =
Wisit! Parnu mrt 235 . USERNAME PASSWORD
10141 Tallinm ThOI’OUQh Elﬂa|‘_'|,-’S|S BALTE 74075 000
Chd=T Q2778 212
CLICK HERE TO CHAT
WITH CUSTOMER SUPFORT ' partfalia Ed » LDG IN Ch=R 71403 -1.34
Favourable transaction fees et L e
Eesti Telekam g.90 -0.11
. . . Marma 270 72
Saving Investing Trading Wealth Tallininia esi 1691 225
Starman 450 623
mManagement
LHV Pro >

"I spend every free moment

with roe farmilky. Oncthe growth
account my maney will qrow
nh its nwen and | dnn't have th

"I like to do everthing
rryself. | find an interesting
company, anakse it and
then add it tn v ondfolin At

"I'm an active day trader.
Real-time information,
quickly realised trades and a
ranvenient nveriew nf the

"It iz good to knowe that ey
money is invested by a
professional team who does
nnt take risks that are tnn

February 26, 1301
ADC Telecommunications Inc.
Tugeva trendiga vastupanu all



AMY 1 GREER

KINGDON K ASE

TAMI S, STARK (TS5-8321)

Attorneys for Plaintiff

SECURITIES AND EXCHANGE COMMISSION
T01 MWarket Street

Suite M

Philadelphia. PA 19106

Telephone: {213) 397-3 100

Telefax: {2153) 397-2740

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

SECURITIES AND EXCHANGE COMMISSION,
Plaintiff.
- : Civil Action No,
06-CV-15274
GRAND LOGISTIC. $.A, md
EVGENY GASHICHEY.

Detfendants.

COMPLAINT

Plaintiff Securities and Exchange Commission {the “Commission™) alleges as

follows:
SUMMARY

1. This matter involves m ongomg frandulent scheme conducted by defendant Evgeny
Gashichev, a citizen of Bussia believed to be currently residing there. and his company.
defendant Grand Logistic. 8. a foreipn entity mcorporated in Belize and located
Estonia, The defendants are conducting a high-tech version of a “pump ad dumgp™

man i lation scheme. in which they artificially inflate the market price of securities, usimg




% /The Theft Services - bank accounts for sale - Opera s 10| x|

Fil=  Edit Bookmarks  Widgets Feeds  Tools  Help

wl blog mess intra wiki K wt descs Rbr stats meets mass solo TV rad fscl comp gfsc ghyp afsbl digi isc amp world ropas sfix kwid dig

bl 2] 1 - | https:fForum, theftservices, com/index, php? showkopic=4280 4 TService AG (DE) |E| Google

(31 [1] 2

+ bank accounts for sale

Jan 27 2006, 12:29 AM

any US bank accounts for sale
verified far Bank Acocounts  Balance from 3k and above -40%
L Regular Brokerage accounts fram 3k and abaove - 70%

Lots of different brokerage accounts from 3k and above with signature - 100%
g;z;'f::ffriﬁ'ad sl In stock accounts from other countries: CA, AlJ, NZ, FR, TR etc, - price negotiable

Mernber Mo.: 3407 &lso I can check for other countries that interest vou, please drop links to my icg
Jained: 24-January 06

bank accounts for sale
icg 238-954-710
www, sccs-info, com

T PM 7 Emeill
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| hktps:fifarum. theftservices, com)indesx ., php?showtopic=5305 . Toervice A3 (DE)  * Google

+ Logins&Cob From Drax
Pa—
Jun 22 2006, 11:26 PM OQuote

I'm offering for sale Bank Logins of variouws countries, and limited supply of cobs,

e o eritied Vender Australia - Commaonwealth, National

Post=s: 100
Mermber Mo.: 3641
Joined: 1&-March 0&

Some other's in stock, Ask me If you need something specific.

I only have Discover & Chase in stock now, Contact me if there is a specific cob you're
interested in.




I 1 JThe Theft Services - = working e-gold trojan sale - Dpera

File Edit Wiew Bookmarks ‘Widgets Feeds Tools Help

wl blog mess inkra wiki K vt d Rtr stats meets mass solo T% rad fscl comp gofsc ghyp ofsbl digi isc amp world ropas

php?showtopic=4 i TService A5 (DE)

+ working e-gold trojan sale

lan 24 2006, 10:26 AM
hi,

werified Wendaor for E-Gald

Trefans i sell the win32.grams trojan, a trojan that steals money from victims e-gold account and send to

one of your accounts.,
Group: Verified Wendor
Posts: 23

Member Na.: 3187 the price is $1000 for the EXE or £5000 for the SOLURCE,
Joined: 13-Movermber 05
i can provide a video dermo at demand.

for orders contact me on icg: 226-702-789

for more info wisit

for the review topic visit
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3 meets mkv3d dscv onn solo rad comp  phrk bdef  dscs KL Fsclw o owl wil sarc zonh  digi clock  blog

el hpef feaea, outsourceline. netfregister, hkml?5516 b " r—L

> How it works

it Home Contact Us

== Outsource Line

; "If it weren't for Outsource Line I wouldn't be
Outsource Line g ' in business today. Its that simple."
Great opportunity for everyonel : President, Fackaging Comparry

B Reqistration:

B Company’s News

» 09.12.04
Each day brings new
customers! Today we gaot
our happy 100-th customer!

Thank vou For the shown interest about our proposal. &t the morent
we have a number of vacancies of GEMERAL 85SISTAMT in rarny
countries and kerritories, We'd like to give vou some information about
what exacthy cur company daing and how would yvou help us, But just

= 21.10.04 before that I'd like to tell wou that For this job we are MOT going bo ask
Finally we hawve made new wou do AMY initial investrnents or send AMY kind of initial payvments. And
design. Emjoy. another thing to mention here that this iz part-time home-bazsed job that - Wou have acempany thab cares

» 12.10.04 will Fequire just about & or less hours weekly, So wou can happily stay at btk maore Fhan jist Hhe Bottoms line
e opered a new office in wour current position iF wou have ary and just iF you'll see 2 good and that is rare to find in this day and age.
Spain. potential to growe with us vou can start work harder, Mare & Diane Injejikian
Bead more it# Basic rmethods of dormestic payrents we are receiving frorm aur

custorners are: domestic wire branshers, cashier's checks, money orders
and some others, For most of those methods it will take a lang time and

often significant additional charges to receive them outside the country wthank you very much for all your
where the payment was initiated, support and for looking inte this For
me. Thats how support should be.
* ¥ou quys are really the iiiliti ilinclad e ; Thanks
i Your responsioilities will include receiving theze payments inko your Spencer Boydel-Eutt
o e LR bank account and transfier them bo us with the way we'll inform you, You

0 L o | will gat B-2%% from total transferred amount as your wages.,
works great this way!

Thanks alatfor allthe great.  WE o o 0 0 e o o IR
cupoorHl Thiz iz fully home-based Aexible hours part-time job with just minieeal 00 |



TransiiarldP

VACANT JOB5 SERVICES APPLICATION CONTALCT US

TRANS WORLD PAY CﬁMPANY

WE CAN ALWAYS HELP YOU,

We have new partners

December 17 - the date we signed
contract with Rietumu Bank, Riga,
Latvia, Mow we bacame ‘erified
Partners of the hank, and are ready

For new projects,
MeRE

Financial Manager’s news

Mew propositions  For Financial
Managers, Check out our Macant
jobs section, Mew conditions and
offers

IMORE

Italian and French citizens

. We start coop-
F | erakion inith
Terb DTS

> ; erberg

COMPAany, the
biggest  Terberg
machines spare
parts supplier,
.ﬁ.lsu:u, we signed a contract with
wiww Uk-merchant-account oo, uk
and v, bacabe.couk o Now we
can offer services for these compa-
nies and new partners in Ikaky and
France hawve more job offers and
propositions

@ ABOUT OUR VACANCIES

About our ¥Yacant jobs

We are proud ko offer several positions For 1154 and EU citizens. We do not require any special education
ar previols experience, \We do naok require moach kime desakion Far oor jab, Qur primary condition Faor new
partners is trust, honest and activity, Please, look at our propositions:

EURO Financial Manager (European Union: France, Italy, etc.)

It's wery imporkant position For us, As we develop aur cooperation with EL companies and new partners,
and do not have our office there now, we need local representatives there, Position is wery responsible,
We have a list of tasks vou may choose from, Being EI) Financial Manager you will need to:

-eskablish new bank accounts For our corporations (you will be 2nd owner of our companies)

-establish merchant accounks for our corporations (and perform cashier’s functions)

-receive and redirect wire transfers and chegues (vou will be receiving Funds directly From our cuskomers)
-communication and customer service for our local LK partners and customers,

Salary For EU Financial Manager depends on activity and is commission based. Average it's €2, 200-3, 700
Schedule is individual koo, From 1 ko 10 hours per week,

Us Financial Manager

This position is very important oo, aswe have new customers every week in US4, Conditions are basically
the same as for EL Financial Manager, U3 Financial Manager will need to;

-establish corporations and corporate accounts For us (in both positions, all fees are paid by us)
-eskablish merchant accounts for our corporations

-wire transfer, chegue, money order receiving and redirecting

-bank and other financial correspondence receiving and redirecting

-communication and customer service for our local S partners and customers,

Salary for US Financial Manager depends on activity and is commission based, Average it's $2, 700-4,000
Schedule is individual too. From 1 to 10 hours per week,

For applving and receiving more information - please, fill online application Form ak our website,
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